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 previously VMware, CloudLinux 

* Hacking (legally)
* Automating
* CTF (from time to time)
* Love Learning!
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Agenda

* Agents 101
* Enumeration
* Attacks (Jailbreaks|Prompt Injections|*)
* Malicious MCPs and SKILLs
* A2A (Agent2Agent) Attacks
* Q&A
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Agents 101

* What is an AI Agent?
* Examples (Coding|Research) Agents

* How do they work?
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Agents 101
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Agents 101 - Web / Research Agents
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Agents 101 - CLI Agents
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Enumeration

* What is Enumeration?
* Identify Features

* (Chatbot|Agents|Tools?)
* Map the Inputs/Outputs

* How is the input/output Rendered?
* Model Capabilities

* Supported Modalities
* LLM Fingerprinting
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Enumeration
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DEMO
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Attacks according to OWASP

Prompt 
Injection

Sensitive 
Information 
Leak

Supply-Chain
Attack

. . .and more https://genai.owasp.org/llm-top-10/
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Attacks In ACTION
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* ANSI Injection in CLI applications
* Prompt Injection and Github CoPilot Example
* Jail Breaks
* Output Attacks
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Attacks - ANSI?
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* Weaponizing Plain Text
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https://www.packetlabs.net/posts/weaponizing-ansi-escape-sequences/


Attacks - ANSI Injection
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Attacks - CoCopilot
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Attacks - JailBreak
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* Prompt Presets (Marinara|pixijb)
* Sources of Jailbreaks

* r/SillyTavernAI/
* Fine-Tuned Models

* (*-abliterated)
* (*-destricted)
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Attacks - Output
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* Markdown Exfiltration
* XSS
* (CSV|LaTeX) Injection
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Malicious MCPs
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https://modelcontextprotocol.io/
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Malicious MCPs
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* Tool Poisoning
* Data Exfiltration
* LOTL Attacks
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Malicious MCPs
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Malicious Skills
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* Basic Markdown File
* Shows Capabilities/Context
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Malicious Skills
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* Credential harvesting/stealing
* Exfiltration of data
* Remote Script/Code Execution
* Hiding Instructions / Shadow Context
* Hiding within (CLAUDE|AGENTS).md
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A2A
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“We're entering an era where AI agents attack 
other AI agents.” - StepSecurity

* hackerbot-claw Incident
* (*|Claw) Solutions
* Artemis
* Building AI Harnesses
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https://www.stepsecurity.io/blog/hackerbot-claw-github-actions-exploitation
https://github.com/Stanford-Trinity/ARTEMIS
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Q&A
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