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3a nekTopa:

ATAHAC KYBATOB

ATtaHac uma Hag 12 roguHu onuT B cpeparta Ha MHPOPMaLMOHHUTE TeXHONorMu. 3ano4sa ¢
acembnupaHe 1 MHCTanMpaHe Ha KOMMIOTbPHU KOHUrypaLmm 1 oLle Kato y4eHuK 3asbpLuBa Cisco
Academy. JltoB0OBTa KbM TEXHONOMMUTE, aHANUTUYHOTO MUCIIEHE N CTpACTTa Aa OTKpUE peLleHNEeTo Ha
BCEKM Nnpobnem, nanpasui ce Ha NbTSA MY, [0 TnackaT Hanpeg B HeroBaTta IT kapuepa. [pes
nocrneaHnTe roanHn paboT OCHOBHO KaTo CUCTEMEH aiMUHUCTPATOP BbB (P1PMU, KOUTO
npenocTasar IT ycnyrn Ha knueHTn 6e3 cobeTeH IT otaen. Kem aHelwHa aata, ATaHac e cuctemMeH
agmuHucTpatop B KLIM ALl n Bede Hag 2 roanHU € aHraxupad ¢ IT npeansBukaTencraeaTa, C KOUTo ce
cbnbCckBa ronsiMa CTpyKTypa ¢ Hag 2000 Criy>KuTtenu.
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3awo na ce nasmm ?

Bb3mMoxxHM nocneacTemsa ot KOMNPOMETUPaAHU / XakHaTu CUCTEMMU:

Tey Ha nn4yHKM gaHHK - GDPR
®durHaHCcoBM n3mMamMu oT Npodunu Ha pupmarta
3aryba Ha faHHu - cTon Ha BusHeca

Opyrm ...

Your files have been encrypted

TIME LEFT 59:59:59
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Suspicious
Email Warning
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Network Layers
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Dunsmnyecka curypHocT

- Hoctbn go crpaga/oduc
- JocTtbn o cbpBbpU
- 3akni4yeHo CbpBBbPHO
- 3aknioveHu wkadose
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[locTbn 4O KOMNITbPHA MpeXxa
- [NayuBame camo PO3EeTKMnTE KOUTO
non3samMme
- N3kntouBame NnopToBETE KOUTO HE
ce nons3sart
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WIiFI - Bcekn uyBa BCUYKO

Avoid Free WiFi - Multiple SSID
Use VPN - Guest Wifi

Hidden SSID
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Smart Switch - VLAN, port-access and
port security

Port Access:

802.1X AAA Standard -

Authentication, Accounting and Authorization

Port Security:

USG (with DHCP Server)
- ENTECYTYTS

Only 3 MAC
Addresses
Allowed on |
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Firewall

- external security

- firewall/NG Firewall

- Allow only used ports, only from list of IP’s
- block all unneeded incoming traffic
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[loTpebuTtenmn

- J[ocTbn A0 NepcoHarnHn KoMMTpu

Mapona Ha komnTbpa
3akntoyBaHe Ha ekpaHa
Maponu Ha nucTyeTa
3anaseHn naponu B
Gpaysbpa

Spam, phishing
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