Port Knocking for security

AOoNbAHNTENHO HMBO Ha 3aliuTa 3a BawaTta Mpexa ¢ MikroTik RouterOS
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/l1a 3ano4yHeM CbC 3aLLO!

3aLlo TOYHO a3 BoAdA TO3U ceMmnHap B Softuni?

3aLo cbM n3bpan TemMata 3a port knocking?

» KakBo e port knocking n 3a KakBO CnyXmn?

« Kak ce koHOUrypupa port knocking CbpBbBp U KNINEHT?
« Moxe nn ga ce aBToMaTU3npa?

3aLlo npaea geMoHcTpaunm ¢ MikroTik RouterOS?

https://www.sli.do/ | Code: #Portknocking
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https://www.sli.do/

Ao6pu bosaxres

« bakanaBbp, Marnctbp n JOKTOp B Hanpas/ieHMe
WHPOPMaTMKA 1 KOMMOTBLPHM Haykn“ B YHUBUT, €
obyueHuna, noceteHn ot 2000+ cTyaeHTW, yyacTme B 50+
KOHpepeHUMn, ceMnHapu, paboTHW rpynu

o [lbpBMATY Hac MikroTik cepTudmLmMpaH MHCTPYKTOP,
eHOBpeMeHHO No ABeTe NporpamMmn 3a npenojaBaTtenu, C
40+ 0by4yeHnsa n 500+ cepTnPnLMPaHN KYyPCUCTY

« ABTOp Ha NbpBaTa 6barapcka kHmraTa ,,OCHOBHW Ha
MikroTik RouterOS*, ¢ Tpax oT 3000+
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https://www.unibit.bg/
https://rts-bg.com/bg/routeros/704-osnovi-na-mikrotik-routeros.html

Ao6pu bosaxres

« KoopamHaTop no akagemmyHaTta nporpamMma Ha MikroTik,
NoAMNOMOrHana Cb3AaBaHeTo Ha 5+ akagemMunm; obyuna v
ceptTnorumpan 10+ npenogasatenm

* Cloud Operation Manager B SAP Labs Bulgaria, ¢ ¢pokyc
BbpXy 06/1a4HTE NPOAYKTU OT rpynaTta Ha Analytics and
Intelligent Technologies, pa3paboTBaHU OT KanaHWATa U
XOCTBAHW, KaKTO Ha cobcTBeHaTa obsiayvHa naatpopma (SAP
Business Technology Platform), Taka n Ha gpyruTe
KNHOYOBW A4OCTaBYMNLM Ha 06/1auHN YyCyrn
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https://www.sap.com/bulgaria/about/careers/joining/locations/sap-labs-bulgaria.html

Llen n npegHasHayeHue

e Port knocking-bT e:

« MeTopa 3a nocnesoBaTeNIHO NpejaBaHe Ha AaHHU KbM 3aTBOPEHM
NoOpTOBE HA MPEXOBU YCTPOWCTBA

- HeroBara uen e ysocToBepsiBaHe, KOETO Ja OCUTYPU A0CTbM A0
3aLLNTEHM YCNIYTU

e TOBa € MexaHn3bM, npeaHa3Ha4eH Aa.

e MNonpeyn Ha HanajaaTens, KOUTO M3BbPLLV CKaHMpPaHe Ha NOpPTOBe,
Aa OTKpVBa MOTEHLWAJTHO YS3BUMU YCAYTI
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B necHu ctbunkum (3)
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flonb/IHNTENeH C/10U

e BaXHW enemMmeHTIU:
e 3allUnNTHa CTeHa 3awyTHa cTeHa

-
/’ \\

* [lpoTokonu (TCP/UDP, ICMP n ap.) “ Yenyrw
* MpexoBu noptoBe

N

e Ponu (knneHT/cbpBBbP)

 BapuaHTtin:
 (Tpora nocnefoBaTe/IHOCT OT MakKeTu

e [lpepaBaHe/pa3no3HaBaHe Ha JaHHU
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MpeanmcrBa (+)

e YAOCTOBepABaHe ypes 3allinTHATa CTeHa
e [lopTOBETE Ca 3aTBOPEHU NPU CKaHKpaHe
e InHamMm4yHa 3allnTa (Stateful firewall)

e ~141 TPUAOHA KOMBOUHauUMKM (3 NnpaBuna)
e [ bBKaBa npo3payHa 3almTa

« ONpOCTEeH AM3aliH, NeceH 3a aHanus 1 aganTtauns
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Hepoctatbuywu (-)

e [loUyKBaHWMA He MPUCTUTaT B CbLUaTa Noc1es0BaTe/IHOCT
(Out-of-order delivery)

* be3s KpnNTMpaHe He NpeaoTBpaTaBa 3aLmTa oT spoofing
man-in-the-middle aTaku

e Henoaxoasauo e ga ce npunara npy ny6amnmyHm ycayru
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MikroTik RouterQOS, KaTo CbpPBBLP U KNNEHT
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RouterOS m Port Knocking

 RouterOS moxe fla nrpae poadata Ha CbpBbBLP, KaTo
npoBepsBa Noc/ief0BaTeNHOCTTa Ha ONUTUTE 3a BPb3Ka,
KaKTO N AAaHHUTE, KOUTO MOoraT Aa ce npeHacar (payload)

* Moxe Aa N3NbAHABA 1 POASATA HA KJIMEHT, KaTo NpaBw
npeABapuTenHoO agebHMPAHK ONUTU 3a BPb3Ka U NMpeHacs
MHbopMaLMs C onpeaeneHn NHCTPYMEHTH
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CupBbBPp (p0onA)

[locnhepoBaTenHOCT OT BPBb3KW U/NW NMpeHacaHe Ha MHQOopMaLms

28/04/2022 [o6pu Boasxmes 14 o1 40



CbpBBp (B posidTa Ha)

 [IpocnegaBaHe Ha CTpora nocseAoBaTe/IHOCT OT ONMUTK 3a
Bpb3ka KbM noptoBe (TCP, UDP)

* [NpeHacsaHe N OTKPMBAHE Ha JaHHW YPpe3 PasNNYHM
NPOTOKOAW

o TCP, UDP, HTTP un gp.
* ICMP / Ping Knocking

e MoraTt aa 6b4aT N3N03BaHV B KOMbBMHALUNSA
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EnemeHT B RouterOS

 /ip/firewall/filter:

« B ycnoBus: chain; protocol; connection-state; src-address-list; content;
layer7-protocol; packet-size n gp.

B pencrBue: add-src-to-address-list, accept, drop
o /ip/firewall/raw

e /ip/firewall/connection
o /Ip/firewall/address-list

o /ip/firewall/layer7-protocol

e /Ip/firewall/nat
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Session Settings Dashboard

e admin@192.168.169.101 (R1) - WinBox (b4bit) v7.2.1 on x86 (x86_64) =
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TCP/UDP port knocking

 Cb3gaBamMe (3) NpaBwia Npwv chegHUTe YyC10BUA, 3a BCAKO:
« [la npoBepaABa Tpaduka, NnpejHasHauveH 3a pyTepa
e [la cnepgn onpegeneH nopt (22)

* [1py oNnNT 3a Bpb3Ka KbM Hero, 3anncea BpeMeHHo IP agpeca Ha
nogartensd B onpejeneH (Cnopea norvkarta) Cnmcbk

* Bcako cnepBallo MNpaBu1o BKJIOYBA U CMNMNCbKa OT NMpPpeanliHOTO

« lobaBsaMe (1) NpaBu/Io, KOETO Aa pa3pellaBa 40CTbMa A0 NopTa
(22), camo 3a IP agpecnTe, nonagHanan B nocnegHUA CNUCHK

» KakBO oLLe e HeobxoaAMMO?
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TCP/UDP Port Knocking

* Heobxoanmo e ga nma olle ABe NpaBua:
e EAHOTO Aa NpvemMa Beuye YCTaHOBEHUTE N CBbP3aH BPb3KM
e MlocneaHOTO Aa N3XBbPAS OCTaHaNMSa Tpaduk — Aa 3aLUMTaBa
YCTPOWCTBOTO 1 HEFOBUTE YC/YTU
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AdeMoHcTpayua (1)

[lochegoBaTeNHOCT OT BPB3KU
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fAlaHHun B TCP nnm UDP cermeHTa

 MoXxem sga nogasamMe aaHHWM B TCP nnn UDP cermeHTa

Name _List4
ASCIT mikrotik x Load File
HEX 6d 69 6b 72 6f 74 69 6b -

Address 192.168.169.101 % Port 24231 X Resend Delay 0 x = UDP

* /I pa rm oTkpnBame:

/ip firewall filter
add action=accept chain=input comment="Allow TCP port 22/SSH after PN" dst-port=22 \

protocol=tcp src-address-list=List4 24231 mikrotik
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AeMOoHcTpayua (+)

[lofaBaHe/OTKpMBaHe Ha JaHHU
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AaHHWM ype3 HTTP GET 3asBKa

e BL3MOXHO™ e aa ce n3BbpLiBa 1 Upe3 HTTP GET 3aaBka
e http://192.168.169.1/mikrotik

e [lpoBepKaTa ce npaBu Ype3 NMPaBK/Io NO CbliaTa 10rmKka,
KaKTO Ha NpeAuLLHNA cnang

* VI3ncKkBa AOMBAHUTENHA /IOTMKA
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CupBbBPp (p0onA)

[a pa3wmpryim pamkaTa C Apyrvi NPOTOKOAW U YCAYTY
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Ping (ICMP)

e (Linux / Windows) ping 192.168.169.101 —s (-l) 692

o /Iip/firewall/filter:
 LLle oTkpmBame no: icmp; packet-size
 [1a He 3abpaBuM:

* [pun ping ¢ payload X=692 6anTa, NakeTbT e C pasmMep X+28=720
banTa

« 20 6anTa 3a IP xeagbp + 8 6anTa 3a ICMP xegbp
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Ping (ICMP)

 MoXxewm ga npeHacame gaHHU™* B ICMP xeabpa:

e ping 192.168.169.1 -p 6d696b726f74696b
* 6d696b726f74696b e aymaTa mikrotik LwecTHageceTnyHO (Hex)

* /1 ja rm oTkpmBaMe:

o /ip firewall layer7-protocol \
add name="ICMP pattern" regexp=mikrotik

o /ip firewall filter add action=accept chain=input \
layer7-protocol="ICMP pattern" protocol=icmp

* I3ncKkBa AOMBAHUTENHA /IOTMKA
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ICMP (Re¥t Ping Knocking)

« [lobaBsMe npaBu/o, KOeTo Aa:
 [IpoBepsaBa Tpaduka, npefHasHayeH 3a pyTepa
o Cnean camo icmp
e ThbpCK B CbAbPXaHMETO aAyMmaTa mikrotik

e 3aMnncBa BpeMeHHO IP agpeca Ha nojaTens B onpeaeneH Cnmcbk

e /la cna3nm normkaTta: BCAKO cieaBaLlo MNpPaB10 BKTKOYBA U
CMCbKa OT NPeaAnNLLIHOTO
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AeMOoHcTpayua (+)

[lpeHacsaHe Ha AaHHU
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PaswinpasaHe (Address list knocking)

e /IMeHa Ha XOCTOBe B 3alUMTHATA CTEHA

Filter Rules MNAT Mangle Raw Service Ports Connections Address LiS'ES‘Lay

= — ’? 83- < DNS Cache
DI_I JD |:| D |Creat’ronT

iName ‘\_lAddress Timeout
@ ListX_DDNS softuni cloudns.org Apr/20/202 Name 4 | Type Data TTL iV
. softuni.cloudns.org @ softuni.cloudns.org A 8§7.227194.44 00:00:19

D @ ListX_DDNS 87.227.194.44 Aprf20{2022 10:58:...

e YCnyrata guHammnyeH DNS

C To3un URL, MoxeTe na HacouuTe softuni.cloudns.org Kbm
cerawHug su IP agpec.

IS @D

https://ipv4 .cloudns.net/api/dynamicURL/?g=NDExODM1NjoyNTgxMTEzMzAG6N2Q0Mzl
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https://www.cloudns.net/dynamic-dns/lang/bg/

KnuneHT (ponq)

[lochepoBaTenHOCT OT BPb3KW U/ NK MpeHacaHe Ha MHGOopMaLms
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KnmneHT (CLI)

« TecTBaHe: telnet, 6pay3bp, Winbox, curl, (cmd) ping

e Windows:

* PortQry -n 192.168.88.1 -0 62521,9851,29819 -p both
e knock 1.1.1.1 62521:tcp 9851:udp 29819:tcp
e [t's me (IM)

e LINux:

e netcat -u 192.168.88.1 53

 hping3 -s 192.168.88.1 -c 1 -p 1520

* knock 192.168.88.1 2022:tcp 9090:udp 4022:tcp
e socat- TCP:192.168.88.1:6756
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https://www.microsoft.com/en-us/download/details.aspx?id=17148
https://github.com/sebastienwarin/Knock
https://www.min.at/prinz/o/software/port/

KnuneHTt (GUI)

 Windows:

» Packet Sender

* Windows Port Knock Application

o KnockKnock - Port Knocking for Windows

e PortQryUl
- IP IIF'.-“-‘«cIdress Desc IDescriptinn
« Android: 1 |u;fe E IEort 'I;r:Flocks
2 |N|:une j I I
» Port Knocker A .
4 |N|:une j I I

e Knock on Ports
 Knock the Port

ok | Add/Update | Delete
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https://packetsender.com/
http://gregsowell.com/?p=2020
https://sourceforge.net/projects/knockknock/
https://www.microsoft.com/en-us/download/details.aspx?id=24009
https://play.google.com/store/apps/details?id=com.xargsgrep.portknocker&hl=en_US
https://play.google.com/store/apps/details?id=me.impa.knockonports
https://play.google.com/store/apps/details?id=com.albujer.pere.knocktheport

KnuneHT (CKpunnT)

 github.com/grongor/knock

Product Team Enterprise Explore Marketplace Pi

 knock your.server.com 1234 8521 T

<> Code  (© lssues 11 Pullrequests @ Actions [ Projects [ Wiki © Security [+ Insights

g b ¥ master v ¥ 2branches © 2tags Go to file About
Simple python port knocking client
[ d DI I AY] [ @ orongor Fix IPv6 resolving 77c0e82 on Feb 8,2021 1 commits
- - l I [ Readme

O LICENSE Add license information 3 years ago &8 MIT License
D knock Fix IPV6 resolving ISheRtE, | W o2dars
ost port|:protoco ort|:protoco A
. . ooo O readmemd Improve help and readme 15 months ago ¥ Hlfots
= readmemd
Releases
grongor/knock ©2tas
Simple utility for port knocking written in python3. Packages

If you find it useful, but you think it lacks some functionality, please let me know by creating

X RERE No packages published
an issue. Thank you!

Basic usage Contributors 2

knock your.server.com 1234 8521 4785 . grongor Jakub Chéabek
. ST cool91788

Options T

knock --help will tell you everything you need. Here is the output to save you a few

MIT License / Copyright (c) 2019 Jakub Chabek
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https://github.com/grongor/knock
https://github.com/grongor/knock

KnmeHT MikroTik RouterQOS

o /system/telnet
» /system/telnet address=192.168.169.101 port=23

o /tools/fetch
 /tool/fetch address=192.168.169.101 src-path=mikrotik mode=https

 /ping
e ping 192.168. 169.101 size=1000
o /tools/traffic-generator

« KakBUTO MakeTn ca BM HEOHXOANMY
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https://help.mikrotik.com/docs/display/ROS/Fetch
https://wiki.mikrotik.com/wiki/Manual:Tools/Traffic_Generator

AeMOoHcTpayua (2)

MikroTik RouterQOS, kaTto port knocking knneHT
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[IpenpaliaHe Ha NOpPTOBe

e Port Knocking moxe aa ce n3nonssa v npum 4oCcTbn A0
npenpaTeHy NopToBe:
e KOHTPONBT Ce N3BBLPLUBA C MOMOLLTa Ha apecn CnmcbLUn

 Moxe fa ce nNpuIoXn NOAX0A 3a KOHPUrypawms B:
o [ip/firewall/filter nnn
o /ip/firewall/nat
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AdeMoHcTpauuma (3)

Port Knocking v goctbn 40 NopTOBe, KOHPUrypupaHu ¢ Port Forwarding
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Ao6pun NpakTnKy

[1pn n3nvnHeHne Ha Port Knocking
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Ao6pun npakTnkn (10)

1. NMpuemete BPBL3KM OT TUM 6. /ip/firewall/raw — c HaKOW
established (1 related) OorpaHnYyeHus

2. BallaTa yHUKanHa Kom6uHauyusa /. KoMb6uHMpaliTe CbC 3alUTa OT
(TCP/UDP/ICMP, faHHW®) CKaHupaHe Ha nopTtoBe

3. W3nonsgalite custom chains 8. AsTomatusupaiiTte ©
(ICMP, L7)

O. He 3anousaiite c ICMP (ping)

4. Owe no-curypHo (Address list
krl#)cking) ypHO ( 10. He nsnonssaiiTe, kaTo eANHCTBEH

CJIOW Ha 3awmTa
5. dstnat (NAT) nau forward (Filter)
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BJIATOJAPA 3A BHUMAHUMETO

3a Bpb3ka ¢ MeH | linkedin.com/in/dobri-boyadzhiev/

Bbnpocu n oTroBopu

PORT KNOCKING FOR SECURITY

https://www.sli.do/ | Code: #PortKnocking
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